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This publication contains information that is confidential and proprietary to Secureworks® and is subject to your
confidentiality obligations set forth in your contract with Secureworks or its affiliates. This publication and related
hardware and software are provided under a license agreement containing restrictions on use and disclosure and are
also protected by copyright law. Copying and/or reverse engineering of any Secureworks hardware, software,
documentation, or training materials is strictly prohibited.

This publication and related Secureworks software remain the exclusive property of Secureworks. No part of this
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means, electronic or mechanical, photocopying, recording, or otherwise without the prior written permission from
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Due to continued service development, the information in this publication and related software may change without
notice. Please refer to your contract with Secureworks for any provided warranty information.

Secureworks® is a trademark or registered trademark of SecureWorks, Inc. or its affiliates. All other trademarks not
owned by Secureworks that appear on this publication are the property of their respective owners, who may or may
not be affiliated with, connected to, or sponsored by Secureworks.

Page 2 of 5
Date Created: January 14, 2022



Secureworks Service Description

1 Service Introduction

This Service Description (“SD”) describes the Secureworks® Taegis™ XDR Training Service (“Service”).
All capitalized words and phrases shall have the meanings set forth herein, as defined in the Glossary, or
within the Secureworks-applicable agreement, such as the Customer Relationship Agreement.

1.1 Overview

Customer’s designated personnel will be provided with training for Taegis™ XDR (“XDR”). Training will be
delivered remotely through teleconference (e.g., Microsoft Teams).

Notes:
e |f Customer also purchased Taegis™ ManagedXDR or ManagedXDR Elite, then Customer will
also receive training as applicable to engage with the Secureworks team.

e This is a per-tenant Service. If Customer has more than one tenant (i.e., Additional Managed
Tenant) for which training needs to be provided, then this Service must be purchased as an add-
on for each of Customer’s tenants.

Training includes the following Instructor-Led sessions:

e Training session 1: Up to four (4) hours for Customer’s security analysts

e Training session 2: Up to four (4) hours for Customer’s platform administrators

The sessions can be scheduled on the same day or on different days within a 30-day period.

1.2 Customer Obligations

Customer will perform the obligations listed below, and acknowledges and agrees that the ability of Secureworks
to perform its obligations hereunder are dependent on Customer’s compliance with these obligations.

e Customer will generate the necessary XDR invitations for Customer’s additional users of XDR.
(Note: Generating invitations for Customer’s initial users occurs during XDR/ManagedXDR
onboarding and is therefore not part of this Service.)

e Customer will ensure that appropriate Customer personnel are available to participate in planning
and teleconferences such as the preparatory meeting.

e Customer will ensure that appropriate Customer personnel — e.g., security analysts, data source
administrators, and potentially security leadership — participate in training sessions as applicable.

2 Service Details

2.1 Preparatory Meeting

Secureworks will schedule a preparatory meeting (up to 1 hour in length) with Customer to plan for and
discuss delivery of the training.

2.2 Training for Security Analysts

Listed below are the planned topics for training Customer’s security analysts. As the Service evolves,
Secureworks reserves the right to update these topics as needed. Customer’s security analysts will be
provided with training materials to use during and after training.
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e Overview of XDR o XDR Filtering and Search
e Ask an expert (feature for communicating with XDR APIs

Secureworks subject matter experts through e MITRE ATT&CK Framework Overview and
chat or support ticket) XDR applicability

¢ Howto use the Chat function to communicate  , oy to perform investigations in XDR
with Secureworks experts
e XDR Detectors

e Operating model explanation for XDR
, . e Manager Dashboard
e XDR detailed architecture

2.3 Training for Platform Administrators

Listed below are the planned topics for training Customer’s platform administrators. As the Service
evolves, Secureworks reserves the right to update these topics as needed. Customer’s security analysts
will be provided with training materials to use during and after training.

e User management
e Deploying a data collector and verifying health
e Configuring data Integrations and verifying health

e Deploying and managing Secureworks® Taegis™ endpoint agents

2.4 Customer and Secureworks Responsibilities

The responsibility assignment matrix below describes the participation required of both Customer and
Secureworks in completing tasks or deliverables for a project or business process to facilitate successful
service delivery. Secureworks uses the standard RACI role criteria for managing Customer projects and
deliverables. These roles are defined as follows:

e R - Responsible: Role(s) assigned to do the work. For any individual task, there could be multiple
roles responsible.
e A - Accountable: Role(s) that make the final decision and has ultimate ownership.

e C - Consulted: Role(s) consulted as the subject matter expert (“SME”) before a decision or action is
taken.

e | —Informed: Role(s) updated with status of work being done, status of ongoing work, and results
of work completed.

XDR Training

Task Customer | Secureworks
Schedule and facilitate preparatory meeting C, 1 R, A

Ensure required XDR users are provisioned R, A C, I

Manage all user account information in XDR to ensure accuracy and R, A C, I

completeness

Provide list of Customer personnel who will attend training R, A C, I
Schedule training sessions C, I R, A
Page 4 of 5

Date Created: January 14, 2022



Secureworks Service Description

XDR Training

Task Customer | Secureworks
Schedule and facilitate preparatory meeting C, | R, A

Ensure scheduled Customer personnel attends training R, A C I

Deliver training for XDR to Customer personnel C, I R, A

3 Service Fees and Related Information

Service Fees are based on a fixed fee; Customer is billed upon execution of Service Order. See
Customer’s MSA or CRA (as applicable), and SO or SOW (as applicable) for details, including the
following:

¢ Billing and Invoicing
e OQut-of-Pocket Expenses
e Services Term

3.1 Invoice Commencement and Related Information

See the Service-specific Addendum or SO for information about invoice commencement.

4 Glossary

Additional An add-on service for ManagedXDR and ManagedXDR Elite that provides

Managed Customer with more than one XDR tenant.

Tenant

Integration Application Programming Interface (“API”) calls or other software scripts for
conducting the agreed-upon Service(s) for the connected technology.
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