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https://www.secureworks.com/research/threat-profiles/gold-tahoe
https://www.secureworks.com/research/threat-profiles/gold-melody
https://www.secureworks.com/research/bronze-starlight-ransomware-operations-use-hui-loader
https://www.secureworks.com/research/threat-profiles/bronze-starlight
https://www.secureworks.com/research/threat-profiles/bronze-atlas
https://www.secureworks.com/research/threat-profiles/cobalt-mirage
https://www.cisa.gov/news-events/alerts/2023/08/03/cisa-nsa-fbi-and-international-partners-release-joint-csa-top-routinely-exploited-vulnerabilities
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https://www.secureworks.com/research/threat-profiles/gold-drake
https://www.secureworks.com/research/threat-profiles/gold-blackburn
https://www.secureworks.com/research/threat-profiles/gold-niagara
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https://news.sky.com/story/bas-uk-staff-exposed-to-global-data-theft-spree-12896900
https://news.sky.com/story/bas-uk-staff-exposed-to-global-data-theft-spree-12896900
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https://www.secureworks.com/research/threat-profiles/gold-ulrick
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https://www.chainalysis.com/blog/crypto-ransomware-revenue-down-as-victims-refuse-to-pay/
https://securityintelligence.com/posts/itg23-crypters-cooperation-between-cybercriminal-groups/
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https://www.thomsonreuters.com/en-us/posts/investigation-fraud-and-risk/colonial-pipeline-ransom-funds/
https://www.thomsonreuters.com/en-us/posts/investigation-fraud-and-risk/colonial-pipeline-ransom-funds/
https://www.nationalcrimeagency.gov.uk/news/ransomware-criminals-sanctioned-in-joint-uk-us-crackdown-on-international-cyber-crime
https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-ransomware-variant
https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-ransomware-variant
https://edition.cnn.com/2023/06/15/politics/us-government-hit-cybeattack/index.html
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https://www.secureworks.com/research/threat-profiles/gold-mystic
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https://www.secureworks.com/research/threat-profiles/gold-fiesta
https://www.trendmicro.com/en_us/research/21/d/hello-ransomware-uses-updated-china-chopper-web-shell-sharepoint-vulnerability.html
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https://www.secureworks.com/research/threat-profiles/gold-barondale
https://www.secureworks.com/research/threat-profiles/bronze-university
https://www.secureworks.com/research/threat-profiles/bronze-university
https://www.secureworks.com/research/threat-profiles/bronze-atlas
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
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https://www.secureworks.com/blog/opsec-mistakes-reveal-cobalt-mirage-threat-actors
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WG@G: Bestellung

Message | [ _2806119.is0 (650 KB

Von: -
Gesendet: Mittwoch, 29. Juni 2022 11:31

An: -

Betreff: Bestellung

Guten Morgen,
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net group Domain Admins /domain
net view /all

net view /all /domain

nltest /domain_trusts /all_trusts
nltest /domain_trusts

net config workstation

systeminfo

ipconfig /all

cmd.exe /c chcp >&2

WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get
/Format:List
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https://www.secureworks.com/research/threat-profiles/cobalt-ulster
https://www.cybercom.mil/Media/News/Article/2897570/iranian-intel-cyber-suite-of-malware-uses-open-source-tools/
https://www.justice.gov/usao-sdny/pr/acting-manhattan-us-attorney-announces-charges-against-iranian-national-conducting
https://www.fbi.gov/wanted/cyber/copy_of_behzad-mesri
https://home.treasury.gov/news/press-releases/sm611
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My colleagues from the technical department are telling me that you may need to reload your Outlook.
Recently they installed some updates. Try to refresh the page if there is such a possibility.

Claudio

From: -
Sent: Tuesday, August 9, 2022 6:21 AM

To: Claudio Gariazzo <cgariazzo@hotmail.com>
Subject: RE: TAMU

Sorry, no. I'm am receiving a message saying the file does not exist. Can you convert it to a
Word doc and send it to me?

From: Claudio Gariazzo <cgariazzo@hotmail.com>
Sent: T A 17 AM

To:

Subject: Re: TAMU
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https://isc.sans.edu/diary/rss/29814

2022 State of the Threat: A Year in Review,
https://www.secureworks.com/resources/rp-state-of-the-
threat-2022, 9/22.

Secureworks threat profiles,
https://www.secureworks.com/research/threat-profiles

MalasLocker ransomware targets Zimbra servers,
demands charity donation, htips://www.bleepingcomputer.

com/news/security/malaslocker-ransomware-targets-
zimbra-servers-demands-charity-donation/, 5/17/23.

Ransomware Revenue Down As More Victims Refuse
to Pay, https://blog.chainalysis.com/reports/crypto-
ransomware-revenue-down-as-victims-refuse-to-pay/,

1/19/23.

Infostealer Market Booming, Despite Genesis Market
and RaidForums Takedowns, https://www.secureworks.
com/about/press/infostealer-market-booming-despite-
genesis-market-and-raidforums-takedowns, 5/16/23.

BRONZE STARLIGHT RANSOMWARE OPERATIONS USE
HUI LOADER, https://www.secureworks.com/research
bronze-starlight-ransomware-operations-use-hui-loader,

6/23/22.

CISA, NSA, FBI, and International Partners Release Joint
CSA on Top Routinely Exploited Vulnerabilities of 2022,
https://www.cisa.gov/news-events/alerts/2023/08/03,
cisa-nsa-fbi-and-international-partners-release-joint-csa-top-
routinely-exploited-vulnerabilities, 8/3/23.

BA, BBC and Boots hit by cyber security breach with
contact and bank details exposed, https://news.sky.
com/story/bas-uk-staff-exposed-to-global-data-theft-
spree-12896900, 6/5/23.

Reward Offers for Information to Bring Conti
Ransomware Variant Co-Conspirators to Justice,
https://www.state.gov/reward-offers-for-information-to-
bring-conti-ransomware-variant-co-conspirators-to-justice/,

5/6/23.

Ransomware Revenue Down As More Victims Refuse
to Pay, https://blog.chainalysis.com/reports/crypto-
ransomware-revenue-down-as-victims-refuse-to-pa

1/19/23.

ITG23 Crypters Highlight Cooperation Between
Cybercriminal Groups, https://securityintelligence.com
posts/itg23-crypters-cooperation-between-cybercriminal-

groups/, 5/19/23.

Recovery of Colonial Pipeline ransom funds highlights
traceability of cryptocurrency, experts say, httos://www.
thomsonreuters.com/en-us/posts/investigation-fraud-and-
risk/colonial-pipeline-ransom-funds/, 6/23/21.

Ransomware criminals sanctioned in joint UK/US
crackdown on international cyber crime, https://www.
nationalcrimeagency.gov.uk/news/ransomware-criminals-
sanctioned-in-joint-uk-us-crackdown-on-international-cyber-
crime, 2/9/23.
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U.S. Department of Justice Disrupts Hive Ransomware
Variant, https://www.justice.gov/opa/pr/us-department-
justice-disrupts-hive-ransomware-variant, 1/26/23.

Exclusive: US government agencies hit in global
cyberattack, https://edition.cnn.com/2023/06/15/politics,
us-government-hit-cybeattack/index.html, 6/15/23.

Royal Mail cyberattack linked to LockBit ransomware
operation, https://www.bleepingcomputer.com/news,
security/royal-mail-cyberattack-linked-to-lockbit-

ransomware-operation/, 1/12/23.

Authorities Warn Health Sector of Attacks by Rhysida
Group, https://www.bankinfosecurity.com/authorities-warn-
health-sector-attacks-by-rhysida-group-a-22753, 8/7/23.

Babuk Source Code Sparks 9 Different Ransomware
Strains Targeting VMware ESXi Systems, https://
thehackernews.com/2023/05/babuk-source-code-sparks-9-
new.html. 5/11/23.

Massive ESXiArgs ransomware attack targets VMware
ESXi servers worldwide, https://www.bleepingcomputer.
com/news/security/massive-esxiargs-ransomware-attack-
targets-vmware-esxi-servers-worldwide/, 2/3/23.

Critical Infrastructure Sectors, https://www.cisa.gov
topics/critical-infrastructure-security-and-resilience/critical-
infrastructure-sectors, accessed 8/18/23.

What effects have sanctions had on the Russian
economy? https://www.weforum.org/agenda/2022/12
sanctions-russian-economy-effects/, 12/22/22.

United States v. Conor Brian Fitzpatrick, https://
www.justice.gov/usao-edva/united-states-v-conor-brian-
fitzpatrick. Updated 6/20/23.

BreachForums owner Pompompurin pleads guilty to
hacking charges, https://www.bleepingcomputer.com
news/security/breachforums-owner-pompompurin-pleads-
quilty-to-hacking-charges/, 7/14/23.

U.S. Department of Justice Disrupts Hive Ransomware
Variant, https://www.justice.gov/opa/pr/us-department-
justice-disrupts-hive-ransomware-variant, 1/26/23.

Cuba ransomware believed to be Russian state-backed
operation, https://www.scmagazine.com/brief/threat-
intelligence/cuba-ransomware-believed-to-be-russian-state-
backed-operation, 5/17/23.

RomCom malware spread via Google Ads for ChatGPT,
GIMP, more, https://www.bleepingcomputer.com/news,
security/romcom-malware-spread-via-google-ads-for-

chatgpt-gimp-more/, 5/30/23.

Cyber attack on state organizations of Ukraine using
RomCom malware. Possible involvement of Cuba
Ransomware aka Tropical Scorpius aka UNC2596
(CERT-UA#5509), https://cert.gov.ua/article/2394117.
10/22/22.
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Hello Ransomware Uses Updated China Chopper Web
Shell, SharePoint Vulnerability, https://www.trendmicro.
com/en_us/research/21/d/hello-ransomware-uses-updated-
china-chopper-web-shell-sharepoint-vulnerability.html

4/27/21.

Seven International Cyber Defendants, Including
“Apt41” Actors, Charged In Connection With Computer
Intrusion Campaigns Against More Than 100

Victims Globally, https://www.justice.gov/opa/pr/seven-
international-cyber-defendants-including-apt41-actors-
charged-connection-computer, 9/16/20.

OPSEC MISTAKES REVEAL COBALT MIRAGE THREAT
ACTORS, https://www.secureworks.com/blog/opsec-
mistakes-reveal-cobalt-mirage-threat-actors, 9/14/22.

Three Iranian Nationals Charged with Engaging in
Computer Intrusions and Ransomware-Style Extortion
Against U.S. Critical Infrastructure Providers, https://
www.justice.gov/opa/pr/three-iranian-nationals-charged-
engaging-computer-intrusions-and-ransomware-style-
extortion. 9/14/22.

Treasury Sanctions IRGC-Affiliated Cyber Actors for
Roles in Ransomware Activity, https://home.treasury.gov.

news/press-releases/jy0948, 9/14/22.

Internet Crime Report 2022, https://www.ic3.gov/Media/
PDF/AnnualReport/2022 IC3Report.pdf, 3/13/23.

Macros from the internet will be blocked by default
in Office, https://learn.microsoft.com/en-us/deployoffice
security/internet-macros-blocked, 2/28/23.

DARKTORTILLA MALWARE ANALYSIS, https://www.
secureworks.com/research/darktortilla-malware-analysis.

8/17/22.

Qakbot Malware Disrupted in International Cyber
Takedown, https://www.justice.gov/usao-cdca/pr/qakbot-
malware-disrupted-international-cyber-takedown, 8/29/23.

Gootloader malware updated with PowerShell, sneaky
JavaScript, https://www.theregister.com/2023/01/30,
gootloader mandiant malware/, 1/30/23.

Healthcare Sector Warned About Increase in

GootLoader Malware Infections, https://www.hipaajournal.

com/healthcare-sector-warned-about-increase-in-
gootloader-malware-infections/, 2/15/23.

Use Microsoft Purview Audit (Premium) to investigate
compromised accounts, https://learn.microsoft.com
en-us/purview/audit-log-investigate-accounts?view=0365-
worldwide, 7/21/23.

Obfuscated Files or Information: HTML Smuggling,
https://attack.mitre.org/techniques/T1027/006/. accessed
8/18/23.

The Abraham Accords, https://www.state.gov/the-
abraham-accords/. 9/15/20.
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