
Security and Risk Consulting (SRC)

 

Why Dell SecureWorks 
Consulting?

•	 Exclusively focused 
on Security Services

•	 True understanding of risk, 
based on applied research 
and data from thousands 
of clients worldwide

•	 More than 12 years of 
security and compliance 
experience

•	 Jargon-free findings and 
recommendations

•	 12 months of 
ongoing support at 
no additional cost

Security. Service. Experts.
Dell SecureWorks is focused on protecting our customers’ digital assets against 

cyberthreats. We do that with intelligent defenses that combine our proprietary 

technology, global threat visibility and recognized expertise. That’s why we are 

trusted in 70 countries by thousands of customers. Dell SecureWorks offers 	

a full suite of Managed Security, Counter Threat Unit Intelligence and Security 

and Risk Consulting services. 

Historical Data

Applied Research
• Hacker websites
• Malware analysis
• Vulnerability databases
• Patch releases
• Reverse engineering

Trillions of events since 1996

Counter Threat 
Unit Intelligence

FUTUREPAST

Context
Thousands of consulting engagements

Security Operations Centers
13 Billion Events per day

Dell SecureWorks’ findings and recommendations are based on real risk to your assets, 
substantiated by global threat visibility, applied security research, and more than a decade 	
of historical data and experience.
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Understanding the real risks
Effectively managing security risk requires a true 

understanding of the threats and vulnerabilities faced by your 

organization. Without this, many risks are overemphasized 

while others are understated – resulting in poor risk 

management. As a leading provider of Information Security 

Services, Dell SecureWorks has a true understanding of real 

risk that is supported by concrete, substantiated threat and 

vulnerability information from:

•	 Processing billiions of security events every day

•	 Protecting thousands of customers worldwide

•	 More than 12 years of historical attack data and trends

•	 Dell SecureWorks’ Counter Threat UnitSM (CTU) applied 

security research

•	 Deep relationships with key security groups and research 

communities

•	 Performing thousands of consulting engagements

With this unique insight into the security landscape, Dell 

SecureWorks provides guidance and recommendations 	

to customers based on real, not theoretical, risk to their 
assets. As a result, our customers are able to manage and 

reduce risk to their business effectively.

Understand all findings and 
recommendations
A strong understanding of engagement findings and 

recommendations enables you to address the risks to your 

organization effectively. Security engagements often span 

multiple organizational groups and involve stakeholders 

outside of security and IT staff who do not understand the 

“native language” of IT security.

Dell SecureWorks understands this and provides jargon-free 

communication that is easily understood by nontechnical 

business leaders and auditors. Our consultants are “bilingual” 

and provide their findings and recommendations in language 

appropriate for all stakeholders, ensuring that risks are 

understood and properly addressed. Additionally, 	

our consultants provide ongoing support for 12 months 	

to address any questions you have at no additional cost.

World of IT
IT Directors, Managers,

IT Security

World of Business
C-Suite, Board of Directors, 

Auditors

Native Language
Control Activities

Compensating Controls
Financial Impact

Risk Management
Control Objectives

“Reasonable Assurances”

Native Language
Security

Vulnerabilities
Exploits
Threats

Countermeasures
“Secured”

Dell SecureWorks’ consultants are “bilingual,” ensuring that our findings and recommendations are understood and acted on by all stakeholders.
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Premier security and audit professionals
When recruiting and training consultants, Dell SecureWorks’ first priority is security 

expertise. Members of our SRC team are passionate about security and have 

diverse security backgrounds such as military, government, law enforcement, 	

R&D and private industry. All of our consultants are also trained and experienced 

in audit, providing a solid understanding of control design and architecture. 	

Our consultants are premier professionals and are among the most technically 

proficient in the industry, with broad and deep skill sets as well as a wide array 	

of security certifications including:

•	 CISSP (Certified Information Systems Security Professional)

•	 CISA (Certified Information System Auditor)

•	 GSEC (GIAC Security Essentials Certification)

•	 GCIA (GIAC Certified Intrusion Analyst)

•	 GCIH (GIAC Certified Incident Handler)

•	 CEH (Certified Ethical Hacker)

•	 PCI QSA (Payment Card Industry Qualified 	

Security Assessor)

•	 And many others

Trust the results
Every organization is unique, and Dell SecureWorks realizes that “one size does 	

NOT fit all” when it comes to consulting engagements. Our expert consultants work 

closely with you and openly communicate before, during and after an engagement 	

to answer any questions and ensure that we completely address your needs. 

Constant dialogue also allows for better knowledge transfer to your staff, allowing 

them to learn from our consultants’ activities.

Our SRC consultants evaluate your security controls and provide expert guidance 

– not just identify weak points. Dell SecureWorks maintains a constant dialogue with 

you during an engagement, ensuring that our findings are well communicated and 

that you are not taken by surprise by the findings in our final deliverables. We seek 	

to provide a balanced assessment of your security and compliance posture, including 

areas in which your organization excels and areas in which your organization falls 

short of best practices or regulatory requirements. When final reports are delivered, 

you can trust that our findings and recommendations are accurate and well suited 	

to your organization.

“Dell SecureWorks’ 

assessment of our systems 

was more accurate than 

our previous ones. They 

have a good structure 

for their audits, and we 

especially liked their exiting 

of the risk assessment 

with a presentation 

for management.”

Marshall Bissonnette, Systems Engineer	

Big Rivers Electric Corporation



Security and Risk Consulting

Availability varies by country. © 2011 Dell Inc. All rights reserved.

Dell and the Dell logo, SecureWorks, Counter Threat Unit (CTU), iSensor, iScanner, Sherlock, Inspector and LogVault are either 

registered trademarks or service marks, or other trademarks or service marks of Dell Inc. in the United States and in other countries. 

All other products and services mentioned are trademarks of their respective companies. This document is for illustration or 

marketing purposes only and is not intended to modify or supplement any Dell specifications or warranties relating to these products 

or services. June 2011.

Residency services

Executive Residency

Expert Residency

Technical Residency

Incident response services

Response Planning & Analysis

Emergency Response

Incident Handling Services

Forensic Investigation

Malicious Code Analysis

Retainer Services

Phishing Takedown

Architecture & integration

Enterprise Security Architecture 	
and Standards Development

Identity and Access Management

Wireless and Mobility Architecture

Network Security Architecture

Program development  
& governance

Business Impact Analysis

Information Security Program 
Development

Policies, Standards and Security 
Baseline Development

Security Awareness Program 
Development and Training

Vendor Management Program 
Development

Merger and Acquisition 	
IT Controls Diligence

Internal Audit Support

Compliance & certification

Compliance: ISO 27001/17799, 	
PCI, GLBA, HIPAA, NERC CIP, SOX

PCI and Credit Bureau Certification

Testing & assessments

Enterprise Risk Assessment

Vulnerability Assessment

Penetration Testing

Web Application Testing

Secure Code Audit

COBIT Assessment

Authentication and Authorization

Security Assessment

3rd Party Diligence

Wireless Assessment

Social Engineering

War Dialing

Services overview
Compliance and certification
Dell SecureWorks’ Compliance and Certification Services 

facilitate your PCI, GLBA, FFIEC, HIPAA, SOX and NERC CIP 

compliance efforts and help you prepare for your next audit. 

Dell SecureWorks can also perform the required certification 

audits for PCI and credit bureaus.

Program development and governance
Dell SecureWorks’ Program Development and Governance 

Services help you establish, review, and improve your 

corporate information security program and policies, 	

based upon best practices and guidance from regulations 	

and standards.

Incident response services
Dell SecureWorks provides a full spectrum of Incident 

Response Services from planning and analysis to emergency 

response and forensics. When a breach happens, Dell 

SecureWorks can help you minimize damage, recover 

compromised data and preserve evidence for legal action.

Architecture and integration
Our experts provide a comprehensive assortment 	

of Architecture Services, working with you to review your 

security architecture, develop standards and recommend 

improvements for your entire IT infrastructure or for specific 

segments and areas of your environment.

Testing and assessments
Our experts can work with you to test and assess your 

policies, processes and technologies to identify weaknesses, 

categorize risks and recommend improvements. Our Testing 

and Assessment services help to fortify your IT security while 

improving your compliance with industry regulations.

Residency services
Serving as members of your staff, either on-site 	

or remotely, our expert consultants fill gaps or extend 	

your internal resources.


